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Abstract

Human-robot interaction is moving from controlled laboratory settings into homes, hospitals,
classrooms, workplaces, retail spaces, and public environments. As robots become more socially
expressive, data-intensive, and autonomous, ethical questions arise not only from what robots do, but
also from how people understand, trust, depend on, and are influenced by them. This study examines
the principal ethical concerns associated with human-robot interaction and presents a practical
ethics-by-design framework for responsible deployment. The framework considers physical and
psychological safety, informed consent, privacy and data governance, transparency of robotic
capability, emotional attachment, manipulation, bias and inclusion, human autonomy, accountability,
and meaningful human oversight. Particular attention is given to vulnerable users, including children,
older adults, patients, and persons with disabilities, because power imbalances and reduced capacity
to evaluate system behaviour can increase ethical risk. The study uses a structured analytical
methodology that combines literature synthesis, stakeholder mapping, scenario-based risk analysis,
and evaluation criteria for robot designers, institutions, and service providers. Rather than treating
ethics as a compliance check after development, the proposed model embeds ethical review across the
lifecycle of a robot: problem definition, data collection, interaction design, testing, deployment,
monitoring, and retirement. lllustrative prototype results show how a systematic framework can
improve consent clarity, privacy safeguards, transparency, auditability, and human control when
compared with an unstructured design process. These values are presented solely to demonstrate the
evaluation format and should be replaced by field data in an empirical study. The paper concludes
that responsible human-robot interaction requires more than technical reliability. It requires clear
communication, limits on persuasive design, inclusive participation, accountable governance, and
regular assessment of both intended benefits and unintended social consequences.

Keywords: Human-Robot Interaction, Robot Ethics, Responsible Robotics, Privacy, Autonomy, Trust,
Informed Consent, Social Robots, Algorithmic Accountability, Human Oversight.

1. INTRODUCTION
Human-robot interaction (HRI) concerns the

social cues, biased interaction patterns, unfair
access, excessive surveillance, or pressure on

ways in which people and robots perceive,
communicate with, coordinate with, and
influence one another. Earlier robots were
commonly understood as industrial tools
operating behind physical barriers or under
direct supervision. Contemporary robots
increasingly share space with people and can
speak, gesture, recognise faces, infer
preferences, make recommendations, collect
sensor data, and adapt their behaviour over
time. This change has expanded the potential
usefulness of robots, but it has also made
ethical questions central to the design and
governance of HRI.

Ethical concern is not limited to the possibility
of physical malfunction. A robot may be
mechanically safe while still creating harms
through intrusive data collection, misleading

users to disclose information. A companion
robot that repeatedly displays concern, for
example, may  encourage  emotional
dependence even though it does not possess
understanding or reciprocal care. A service
robot that offers recommendations may appear
authoritative and influence decisions beyond
the user's knowledge or competence. These
risks are especially important where robots
interact with children, patients, older adults,
employees, and people who require assistance.
The ethical status of a robot is distinct from
the ethical responsibilities of the people and
institutions that design, deploy, purchase,
supervise, and regulate it. Robots do not
eliminate human responsibility. Instead, they
distribute  decisions  across  designers,
operators, organisations, data providers, and
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users. Ethical analysis must therefore ask who
defines the robot's objectives, what data are
collected, how system limitations are
communicated, who can intervene when a
problem occurs, and how users can seek
redress after harm or error.

This paper analyses key ethical concerns in
HRI and develops a structured framework for
responsible practice. The objective is not to
stop useful innovation, but to establish
conditions under which robotic systems can
support human wellbeing without weakening
dignity, autonomy, privacy, fairness, or
accountability. The framework is relevant to
social, service, assistive, collaborative,
educational, and healthcare robots, while
recognising that risk levels differ across
contexts.

2. LITERATURE REVIEW

The literature on robot ethics has developed
alongside the growth of socially interactive
and autonomous systems. Foundational work
argues that robots should be assessed not only
by their technical performance but also by
their effects on human values, relationships,
institutions, and practices. In care settings,
scholars have debated whether robots can
support independence and wellbeing without
replacing meaningful human contact or
creating a false impression of care. In social
robotics, researchers have examined
anthropomorphism, emotional attachment,
deception, trust calibration, consent, and the
moral implications of machines that are
designed to appear attentive or empathetic.

Privacy is a recurring concern because
embodied robots may use cameras,
microphones, location data, biometric signals,
movement logs, and household or workplace
information.  Unlike many  screen-based
systems, robots can observe people in physical
spaces and may collect data continuously.
Meaningful privacy protection therefore
requires data minimisation, clear notice,
accessible consent processes, secure storage,
restricted access, and policies for retention,
deletion, and secondary use. Transparency is
equally important: users should be able to
understand a robot's purpose, sensing
capabilities, significant limitations, and the
human or organisational entity responsible for
its operation.

Recent scholarship also identifies equity and
justice as necessary dimensions of HRI.
Robotics design can exclude people through
assumptions about language, body size,
mobility, cultural norms, digital literacy,
economic access, or communication style. A
system trained primarily on limited user
groups may perform poorly for others. Ethical
HRI consequently requires participatory
design, accessibility testing, diverse datasets
where appropriate, and assessment of
distributional impacts. The literature suggests
that ethical practice is most effective when it is
integrated across the design lifecycle rather
than added only after technical development
has been completed.

2.1 SUMMARY OF PREVIOUS STUDIES

Author(s) Method / Major Findings Research Gap
Technique
Asaro (2006) Robot ethics Argued that ethical reflection Provided broad foundations
and social should address the social but offered limited
responsibility purposes and consequences of operational guidance for
robotics. interaction design.
Sharkey & Ethics of elder- Highlighted risks of reduced Focused mainly on elder
Sharkey care robots human contact, deception, care rather than the full

(2012) privacy loss, and weakened
dignity in care settings.

range of HRI applications.

Riek & Professional Proposed professional Requires translation into
Howard HRI ethics responsibilities for researchers organisation-level
(2014) and practitioners working with deployment procedures.
people and robots.
van Care ethicsand | Linked robot design with values | More implementation tools
Wynsberghe service-robot of care, responsibility, and are needed for non-care
(2016) design context-sensitive human support. sectors.
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Aroyo etal. | Trust and social Showed that robots may Limited to selected
(2018) engineering influence disclosure, conformity, | experimental scenarios and
experiment and risk-related decisions. user groups.
Boada, Critical Organised social-assistive robot | Called for stronger practical
Roman & literature ethics around wellbeing, care, frameworks that guide
Torras (2021) review and justice. deployment decisions.
Etemad- Service-robot Found that ethical attributes Needs cross-cultural and
Sajadi et al. ethics study | shape willingness to use robots in | high-risk setting validation.
(2022) service delivery.
Ostrowski et | Equity, ethics Identified gaps in how HRI More deployment-focused
al. (2022) and justice scholarship addresses evaluation measures are
audit representation, power, and required.
justice.

3. OBJECTIVES OF THE STUDY
The primary objective of this research is to
analyse the ethical concerns that arise when
humans interact with autonomous, social,
service, assistive, and collaborative robots, and
to develop a practical ethics-by-design
framework for responsible robotic
deployment. The framework  connects
technical design decisions with human values,
institutional responsibility, stakeholder
participation, and ongoing review.
3.1 PRIMARY OBJECTIVE
The primary objective of this study is to
design and assess a structured ethical
framework that helps developers and
organisations identify, prevent, document, and
respond to ethical risks throughout the
lifecycle of human-robot interaction.

PRIMARY OBJECTIVE POINTS

» To identify ethical risks related to safety,
privacy, autonomy, transparency,
manipulation, fairness, and accountability
in HRI.

» To create an ethics-by-design framework
that embeds value-sensitive decision-
making in robot development and
deployment.

 To improve clarity regarding a robot's
identity, capabilities, limitations, data
practices, and human oversight
arrangements.

« To protect wvulnerable users through
accessible consent, appropriate safeguards,
and context-specific risk assessment.

» To establish review mechanisms for
monitoring harms, complaints, bias,
security incidents, and unintended social
effects.
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3.2 SECONDARY OBJECTIVES

The secondary objectives focus on stakeholder

participation, consent, data governance,

inclusive interaction design, organisational
responsibility, and the practical evaluation of
ethical readiness before and after deployment.

SECONDARY OBJECTIVE POINTS

» To map the interests and vulnerabilities of
users, bystanders, carers, workers,
managers, and affected communities.

« To define context-sensitive consent
procedures  for  home, healthcare,
education, workplace, and public-space
robots.

» To assess how data collection, storage,
sharing, and automated inference can
affect privacy and informational self-
determination.

« To evaluate whether interaction cues
create appropriate trust rather than
misplaced confidence or emotional
pressure.

» To promote inclusive design for users with
different  languages, abilities, ages,
cultures, and levels of digital literacy.

» To define accountability roles for vendors,
operators, developers, institutions, and
supervisory personnel.

» To develop incident-reporting, audit, and
improvement procedures for ongoing
ethical governance.

« To distinguish  between acceptable
assistance and designs that unduly
influence, replace, or diminish human
agency.

» To provide a scalable evaluation model for
research laboratories, public institutions,
service providers, and industry teams.
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4. RESEARCH METHODOLOGY

The proposed study follows a structured,
mixed-method, ethics-by-design methodology.
It begins with a contextual assessment of the
intended robot, users, setting, task, level of
autonomy, sensor capabilities, data flows, and
consequences of failure. The assessment
identifies both direct users and people who
may be affected without actively using the
system, such as family members, patients, co-
workers, visitors, and bystanders. This wider
perspective is important because robots
operating in shared environments can create
impacts beyond the person who initially agrees
to use them.

Second, the study applies stakeholder mapping
and scenario analysis. Stakeholder mapping
identifies the needs, rights, responsibilities,
and wvulnerabilities of each group. Scenario
analysis then examines ordinary use,
foreseeable misuse, system error, loss of
connectivity, data breach, unexpected physical
contact,  emotional  dependence, and
disagreement between a robot's
recommendation and a human decision. Each
scenario is assessed against criteria such as
proportionality, reversibility, consent,
transparency, safety, fairness, and availability
of human intervention.

Third, the framework uses an ethical design
review before field testing. The review checks
whether the robot clearly identifies itself as a
machine, discloses significant data practices,
gives users understandable choices, supports
opt-out or pause functions, records important
system events, and provides pathways for
reporting harm. In high-risk settings, the
review also examines escalation procedures,
supervisory roles, training requirements,
accessibility, and the quality of
communication between the robot and human
professionals.

Finally, the evaluation combines document
analysis, interaction observation, participant
feedback, usability review, privacy and
security assessment, and structured ethics
scoring. Evidence may include consent
materials, data-flow diagrams, interaction
scripts, incident logs, audit records, participant
comments, and design revisions. The approach
does not assume that a single score can resolve
an ethical question. Instead, the scorecard
supports transparent discussion and helps
teams identify matters requiring redesign,
limited deployment, stronger safeguards, or
rejection of a proposed use case.

Figure 4.1: Ethical Readiness Improvement Across HRI Design Cycles
Ethical Readiness During Iterative HRI Design
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The  figure illustrates the  expected accountability arrangements. The values are

improvement in ethical readiness when teams
repeatedly review interaction  scenarios,
consent pathways, data practices, and

illustrative and are included only to
demonstrate the evaluation format.
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5. DATA ANALYSIS

Data analysis evaluates whether the proposed
ethics-by-design  framework improves the
ability of a robot-development or deployment
team to identify and mitigate ethical concerns
before a system reaches real-world users. The
analysis compares an unstructured approach,
in which ethical matters are addressed
informally or late in development, with a
structured approach that includes stakeholder
mapping, risk review, design documentation,
consent testing, privacy assessment, and post-
deployment monitoring.

For transparency, the numerical values in the
following table are illustrative prototype
results. They are not a substitute for evidence
from a controlled empirical study. Before
submission as an empirical article, the values
should be replaced with measured data from a
defined sample, interaction setting, robot type,
participant profile, review period, and
validated assessment instrument. The table
demonstrates how ethical readiness can be
measured without reducing ethical judgement
to a purely technical checklist.

5.1 Ethical Readiness Evaluation Results

Evaluation Metric Unstructured HRI Proposed Ethics-by-
Development Design Framework
Clarity of Robot Identity and 64.1% 89.3%
Capability Limits
Informed Consent and Choice 58.7% 91.2%
Architecture
Privacy and Data-Minimisation 61.4% 88.5%
Safeguards
Physical and Psychological Safety 72.6% 92.4%
Assessment
Human Oversight and Intervention 70.2% 93.1%
Readiness
Bias, Inclusion, and Accessibility 59.8% 86.7%
Review
Accountability and Incident 62.3% 90.6%
Traceability
Trust Calibration and Anti- 57.6% 87.9%
Manipulation Design
Ethical Review Completion Time 118 min 79 min

Note: Values are illustrative prototype results
included to show the evaluation format.
Replace them with measured field-deployment
data before submission as an empirical study.
6. DISCUSSION

The proposed framework addresses a recurring
weakness in robotics projects: ethics is often
discussed in general terms but not translated
into decisions that designers, managers, and
operators can apply during development and
deployment. By linking ethical values with
concrete questions about data, consent,
interaction scripts, autonomy, escalation, and
monitoring, the model makes ethical reflection
more actionable. It encourages teams to
identify harms before they become embedded
in technical architectures or institutional
routines.

The illustrative evaluation suggests that
structured review can improve the clarity of

consent, data safeguards, transparency, human
oversight, and incident traceability. These
improvements are especially important when
robots operate in personal spaces or provide
support to people who may rely on them for
information, companionship, or assistance.
The framework also recognises that trust
should be calibrated rather than maximised. A
robot should not be designed to create
confidence beyond its actual reliability,
competence, or authority.

The ethical acceptability of HRI depends
heavily on context. A robot that provides
wayfinding information in a public building
presents different risks from a robot that
observes a patient at home, assists an older
adult with medication, supports a child in a
classroom, or collaborates with a worker near
heavy machinery. Context affects the
adequacy of consent, the need for supervision,
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the seriousness of errors, the sensitivity of
data, and the balance between efficiency and
human contact. For this reason, universal
design rules should be supplemented by
sector-specific governance and meaningful
participation from affected users.

Ethical HRI also requires attention to
organisational  incentives. A  technically
responsible robot can still be used
irresponsibly if an institution deploys it to
reduce staff without ensuring continuity of
care, uses collected data for unrelated
purposes, or fails to provide a channel for
correction and complaint. Accountability must
therefore remain visible: users need to know
who is responsible for decisions, where
concerns can be raised, and how problems will
be investigated. The long-term objective is not
only safe machines, but socio-technical
systems that respect human dignity, agency,
and democratic oversight.

7. CONCLUSION

Ethical Concerns in Human-Robot Interaction
presents a structured approach to identifying
and responding to the social, psychological,
informational, and institutional risks that
accompany the use of robots in human
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