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Abstract 
Facial recognition technology is increasingly used in publicly accessible environments such as 

streets, transport hubs, airports, stadiums, shopping districts, campuses, and government facilities. 
These systems can compare faces captured by cameras with reference images in order to verify 

identity, locate a person of interest, or produce candidate matches. Supporters argue that the 

technology may assist with security, missing-person searches, access management, and the 

investigation of serious offences. Yet public-space deployments are ethically distinct from voluntary 
one-to-one verification because they may capture and analyse the biometric information of many 

people who have not chosen to participate. 

This study uses a qualitative, literature-based approach to examine the ethical challenges associated 
with facial recognition in public spaces. It reviews privacy, consent, proportionality, accuracy, 

demographic fairness, transparency, accountability, freedom of expression and assembly, data 

retention, and institutional governance. The analysis follows the lifecycle of a public-space facial 
recognition deployment: purpose definition, legal authority, watchlist design, image collection, 

biometric comparison, human review, intervention, record retention, audit, and remedy. It also 

considers how public and private organisations share responsibility when surveillance infrastructure 

is operated across complex urban environments. 
The study finds that the ethical acceptability of facial recognition depends on more than technical 

accuracy. A system may perform well in a laboratory yet still create unjustified monitoring, unequal 

burdens, weak due process, or chilling effects in public life. Ethical deployment requires a narrowly 
defined purpose, an evidence-based necessity assessment, strict temporal and geographic limits, 

independent oversight, meaningful public transparency, bias and performance testing, trained human 

review, secure deletion practices, and accessible remedies for affected individuals. The paper 

concludes that facial recognition in public spaces should be treated as a high-impact sociotechnical 
practice, not merely as a camera upgrade. 

Keywords: Facial Recognition, Public Surveillance, Biometric Data, Privacy, Algorithmic Bias, 

Human Rights, Accountability, Consent, Ethical Governance, Artificial Intelligence 

 

1. INTRODUCTION 
Facial recognition technology (FRT) uses 

computational methods to detect a face in an 

image or video stream and compare its 
features with another image or a database of 

enrolled identities. Its uses range from device 

unlocking and border control to police 

investigations, retail security, access control, 
and event management. The ethical concerns 

are especially acute when FRT operates in 

public spaces because it may process the faces 
of people who are simply travelling, working, 

shopping, attending a public event, or 

exercising civic rights. Live facial recognition 
differs from an ordinary camera system 

because it can turn an image into biometric 

information that is capable of linking a person 
to a watchlist or identity record [3, 5]. 

Public-space facial recognition is often 

presented as a tool for safety and efficiency. In 
limited contexts, it may help authorities 

identify a missing person, locate a suspect 

subject to lawful process, or manage secure 

entry to a restricted area. However, a claim of 
utility does not resolve the central ethical 

question: whether the scale, intrusiveness, and 

consequences of the surveillance are justified 
in relation to a specific public purpose. The 

assessment must take account of people who 

are not suspected of wrongdoing, the 
possibility of false matches, the cumulative 

effect of repeated monitoring, and the unequal 
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impact that errors may impose on particular 
groups [8, 10]. 

Unlike conventional identification checks, 

public-space FRT can function without a direct 
interaction between the organisation and the 

person being scanned. Notice may be limited, 

consent may not be meaningful, and a person 

may have no practical way to avoid the 
monitored area. The technology may also 

involve several actors: camera owners, 

software vendors, security contractors, data 
controllers, law-enforcement agencies, and 

public authorities. This distributed 

environment can make it difficult to determine 

who is responsible for data quality, watchlist 
governance, technical testing, human 

decisions, and redress when harm occurs. 

This paper examines facial recognition 
through an ethical governance perspective. It 

reviews the key literature and regulatory 

principles, identifies the major risks of public-
space deployment, and develops a practical 

framework for evaluating whether a proposed 

use is necessary, proportionate, fair, 

transparent, and accountable. The purpose is 
not to assume that every application should be 

treated identically, but to clarify the safeguards 

that must be considered before, during, and 
after any high-impact biometric surveillance 

activity. 

2. LITERATURE REVIEW 
Research on facial recognition has developed 

alongside advances in computer vision, 

machine learning, camera infrastructure, and 

large-scale biometric databases. Technical 
work often focuses on detection accuracy, 

false match rates, false non-match rates, image 

quality, and the performance of one-to-one 
verification or one-to-many identification 

systems. Independent testing has shown that 

performance varies with system design, image 

conditions, demographics, and operational 
thresholds. This means that a reported 

accuracy figure cannot be treated as a 

universal guarantee of reliable identification in 
a crowded, uncontrolled public setting [8, 9]. 

Ethical and legal scholarship has expanded the 

analysis beyond accuracy. Researchers 
emphasize that biometric surveillance can 

interfere with privacy, data protection, dignity, 

equality, freedom of movement, expression, 

assembly, and association. Even where a 
system does not produce an arrest or other 

formal intervention, broad scanning may 
change how people experience public life. The 

concern is therefore not only whether a match 

is correct, but whether it is legitimate to 
identify or track people at scale in the first 

place [6, 11, 22]. 

Recent governance literature treats FRT as a 

sociotechnical system rather than a standalone 
algorithm. Its impacts depend on image source 

quality, database composition, watchlist 

criteria, thresholds, operator training, 
escalation policies, records management, 

procurement terms, and oversight 

arrangements. Bias can arise from data 

collection, model design, deployment context, 
and institutional practices. A governance 

approach must therefore assess the entire 

decision pathway from camera capture to any 
human action taken after a candidate match 

[14, 17, 18]. 

2.1 FACIAL RECOGNITION IN PUBLIC-

SPACE ENVIRONMENTS 
• Public-space FRT may be deployed through 

fixed CCTV cameras, mobile cameras, 

body-worn devices, drones, venue entry 
systems, or footage analysed after an event. 

• The technology can be used for verification, 

identification, or categorisation. These 
functions have different risks and should 

not be treated as ethically equivalent. 

• Live deployments may compare many 
passing faces with a watchlist in real time, 

whereas retrospective deployments analyse 

recorded footage after an incident. 

• Public uses often involve people who have 
not enrolled, are not the target of the 

operation, and may be unable to avoid the 

monitored location without altering 
ordinary daily activities. 

2.2 ETHICAL RISKS OF FACIAL 

RECOGNITION 
• Privacy and autonomy are affected when 

facial images are converted into biometric 

identifiers without a meaningful 

opportunity to choose or refuse. 
• False matches can lead to questioning, 

denial of access, reputational harm, stress, 

or disproportionate police attention, 
especially when operators over-rely on 

algorithmic outputs. 

• Demographic performance differences and 

unequal surveillance patterns can intensify 
existing discrimination and expose 
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marginalised communities to greater 
scrutiny. 

• Poor transparency can prevent individuals 

from knowing where FRT is used, what 
data are retained, how decisions are made, 

and how to challenge errors. 

• Chilling effects may arise where people 

believe that attendance at protests, 
religious gatherings, labour meetings, 

political events, or other lawful activities 

can be recorded and identified. 

2.3 GOVERNANCE AND REGULATORY 

PRINCIPLES 
• Human-rights and data-protection 

approaches require a lawful basis, a 
defined purpose, necessity, 

proportionality, data minimisation, 

security, and accountability. 
• Regulatory guidance increasingly 

distinguishes consent-based, one-to-one 

uses from wide-area surveillance that 
captures people in public spaces without 

direct participation. 

• The European Union AI Act places 

particular restrictions on real-time remote 
biometric identification in publicly 

accessible spaces for law-enforcement 

purposes, while other frameworks require 
robust impact assessment and oversight 

[4, 5]. 

• Independent testing, public reporting, 
clear human decision authority, and 

accessible complaint mechanisms are 

essential where a system can affect 

liberty, mobility, or equal treatment. 

3. OBJECT OF STUDY 
The present study examines facial recognition 

systems used in publicly accessible spaces as 
high-impact biometric surveillance 

environments. The object of study is not a 
single vendor, city, or deployment. Instead, it 

considers the ethical requirements that arise 

across different public settings where cameras 
may capture large numbers of individuals and 

compare their facial features with a reference 

source. The analysis focuses on the 

relationship between technical operation and 
social consequence, including how system 

design, policy choices, and institutional power 

affect people who are scanned or identified. 
The theoretical basis of the study is grounded 

in the principle that any use of biometric 

identification in public life should preserve 

human dignity, equality, and the ability to 
move, speak, assemble, and participate without 

unnecessary observation. This requires more 

than a privacy notice or an accuracy claim. A 
legitimate deployment must be supported by a 

clear purpose, an evidence-based assessment 

of necessity, a limited scope, safeguards 
against discrimination, meaningful human 

control, transparent governance, and a realistic 

route for correction and remedy. The study 

therefore treats FRT as an interconnected 
system of cameras, data, algorithms, operators, 

policies, and public accountability. 

3.1 PUBLIC-SPACE DEPLOYMENT 

CONTEXTS AND ETHICAL 

REQUIREMENTS 
The study considers representative public-
space contexts that show how purpose, risk, 

and safeguards may vary across facial 

recognition deployments. These contexts are 

selected because they illustrate the practical 
difficulty of applying biometric technology in 

locations used by diverse and often non-

consenting populations. 

S. 

No. 

Public-Space 

Setting 

Typical Deployment 

Purpose 

Main Ethical 

Concern 

Essential Safeguard 

1 Transport hubs 
and airports 

Security screening, 
missing-person 

response, access 

control 

Continuous 
monitoring of 

travellers and false 

match consequences 

Narrow purpose, high 
match threshold, 

human verification, 

retention limits 

2 Streets, public 
squares, and city 

centres 

Police watchlist 
scanning or post-event 

investigation 

Mass surveillance, 
weak notice, chilling 

of civic participation 

Specific legal 
authority, geographic 

and time limits, 

independent 
authorisation 

3 Stadiums and 

large events 

Crowd safety, ticket 

fraud, exclusion 

Function creep from 

safety to broad 

Clear event-specific 

policy, alternatives for 
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enforcement behaviour monitoring non-consenting 
visitors, deletion 

schedule 

4 Retail and 

commercial 
districts 

Loss prevention, 

access control, 
customer analytics 

Private entities 

identifying people 
without meaningful 

consent 

Strict necessity test, 

transparent signage, no 
secondary marketing 

use, audit trail 

5 Educational and 

health-adjacent 
campuses 

Entry management, 

security alerts 

Power imbalance and 

impact on vulnerable 
communities 

Voluntary alternatives 

where possible, 
heightened safeguards, 

independent review 

3.2 STUDY OBJECTIVES 
• To examine the ethical implications of 

facial recognition technology used in 

publicly accessible spaces. 

• To identify the privacy, fairness, 
autonomy, transparency, and human-

rights risks associated with biometric 

surveillance. 
• To compare ethical requirements across 

transport, policing, commercial, event, 

and campus settings. 
• To evaluate the importance of legal 

authority, necessity, proportionality, data 

minimisation, human review, and remedy. 

• To develop a practical governance 
framework for responsible evaluation of 

public-space facial recognition systems. 

4. RESEARCH METHODOLOGY 
The study adopts a qualitative and literature-

based research methodology. It synthesises 

peer-reviewed scholarship, technical 

evaluation reports, data-protection guidance, 
human-rights materials, legal decisions, and 

governance frameworks relevant to facial 

recognition. This approach is appropriate 
because the research question concerns the 

ethical relationship between biometric 

surveillance, public space, and institutional 
decision-making rather than the measurement 

of a single technical outcome. The analysis 

uses a comparative framework to examine how 

ethical requirements differ according to 
deployment purpose, population exposure, 

data source, intervention risk, and 

accountability arrangements. 
The methodological framework follows the 

lifecycle of a public-space FRT deployment. It 

considers the formulation of a public purpose, 
the identification of legal authority, the 

creation or use of a watchlist, image capture, 

biometric comparison, candidate-match 

review, human intervention, data retention, 
independent audit, and complaint handling. 

The study also examines how public 

participation, procurement controls, and 

transparency obligations affect the legitimacy 
of systems operated by public bodies, private 

contractors, or partnerships between them. 

4.1 RESEARCH DESIGN (QUALITATIVE 

ANALYTICAL APPROACH) 
• The study follows a qualitative and 

comparative design based on ethical, 
technical, legal, and policy literature on 

facial recognition. 

• The analysis compares public-space 

settings according to exposure of non-
targeted people, purpose limitation, data 

sensitivity, and consequences of error. 

• The study uses a lifecycle perspective that 
links technical design decisions with 

public accountability and human-rights 

outcomes. 

• Findings are interpreted through ethical 
governance principles rather than through 

experimental testing or a population 

survey. 

4.2 ETHICAL GOVERNANCE 

FRAMEWORK 
• Necessity and proportionality are used to 

assess whether facial recognition is 

genuinely required for a defined purpose 

and whether less intrusive options are 

available. 
• Privacy and data protection are assessed 

through lawful basis, data minimisation, 

security, retention limits, purpose 
limitation, and restrictions on secondary 

use. 

• Fairness is assessed through demographic 
performance testing, watchlist quality, 

unequal deployment patterns, and 

safeguards against discriminatory impact. 
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• Accountability is assessed through clearly 
assigned responsibility, independent 

oversight, documentation, audit logs, and 

meaningful individual remedy. 
• Human control is assessed through 

operator training, clear escalation rules, 

prohibition of fully automated adverse 

action, and documented review of 
candidate matches. 

4.3 PUBLIC-SPACE AND 

INSTITUTIONAL CONTEXT 
• The study considers deployments in 

transport hubs, public streets, event 

venues, retail districts, campuses, and 

other locations where people may enter for 
ordinary activities. 

• Facial recognition is treated as a process 

involving images, facial templates, 
watchlists, match scores, operator 

decisions, logs, and retention policies. 

• Access and intervention are evaluated in 
relation to public safety, commercial 

security, civic participation, equality, 

privacy, and due process. 

• Institutional capacity is considered 
through governance policies, procurement 

standards, technical expertise, oversight 

arrangements, funding, and staff training. 

4.4 PARAMETERS OF ANALYSIS 
The following ethical and governance 

parameters are evaluated: 
• Clarity of purpose, evidence of necessity, 

and availability of less intrusive 

alternatives 

• Scope of image capture, population 
exposure, watchlist design, and data 

minimisation 

• Algorithmic performance, demographic 
differentials, threshold setting, and false-

match management 

• Human review procedures, intervention 

rules, documentation, and auditability 
• Transparency, public notice, consultation, 

contestability, and individual remedy 

• Legal, ethical, and human-rights 
appropriateness of the deployment and its 

institutional governance 

4.5 PROCEDURE OF STUDY 
• Review research, standards, court 

decisions, regulator guidance, and human-

rights materials relating to facial 

recognition and public surveillance. 

• Identify recurring ethical risks involving 
privacy, consent, discrimination, 

accuracy, transparency, and civic 

freedoms. 
• Compare representative public-space 

deployment contexts and the forms of 

harm that may arise in each setting. 

• Map ethical requirements to governance 
practices involving data, algorithms, 

human operators, procurement, and 

oversight. 
• Interpret the combined findings to 

formulate a rights-respecting governance 

framework. 

• Develop practical recommendations for 
organisations considering any high-

impact public-space facial recognition 

deployment. 

4.6 ANALYTICAL APPROACH 
• Qualitative comparison of ethical risks 

and safeguards across different public 
settings and operational models. 

• Interpretation of how technical accuracy, 

human review, and institutional policy 

combine to shape outcomes for affected 
persons. 

• Assessment of the relationship between 

surveillance design, public trust, legal 
legitimacy, and democratic participation. 

• Identification of governance practices that 

can be applied by public authorities, 
venue operators, technology vendors, and 

independent regulators. 

5. DATA ANALYSIS 
The qualitative analysis indicates that public-
space facial recognition cannot be assessed 

only by asking whether the software can match 

faces. The ethical significance of a deployment 
depends on who is scanned, why they are 

scanned, how long data are retained, what 

database is used, who reviews a candidate 

match, and what action follows. A technically 
accurate system may still be ethically 

unjustified when it scans an entire population 

to identify a small number of people without 
demonstrating that the same objective cannot 

be achieved through less intrusive means. 

The comparative assessment shows that 
exposure is a central factor. A traveller 

entering a secure border-control lane may 

receive clearer notice and may be participating 

in an identity process linked to a defined travel 
purpose. A pedestrian in a public square, by 
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contrast, may be scanned without a direct 
interaction, may not know the system is 

operating, and may not have a practical 

alternative route. This difference affects the 
strength of consent, the expectation of privacy, 

and the burden on the organisation to justify 

necessity and proportionality [5, 12]. 

Accuracy remains ethically important because 
false matches can create serious individual 

consequences. Performance may vary 

according to image quality, lighting, camera 
angle, database conditions, demographic 

representation, and threshold settings. In a 

public setting, even a low error rate can affect 

many people when a large population is 
scanned. For this reason, candidate matches 

should never be treated as proof of identity. 

Systems require trained human reviewers, 
clear rules against automatic adverse action, 

records of review decisions, and regular 

independent testing using conditions relevant 
to the actual deployment [8, 9, 15]. 

The analysis also shows that fairness is not 

limited to statistical parity. Communities may 

experience unequal burden because cameras 
are placed more heavily in particular 

neighbourhoods, watchlists are created from 

uneven policing practices, or false-match 
interventions are concentrated among 

populations already subject to disproportionate 

surveillance. A fair governance model must 
examine both algorithmic performance and the 

social distribution of surveillance. It should 

include impact assessments, representative 

performance testing, deployment mapping, 
public reporting, and corrective action where 

unequal impacts are identified [14, 16, 17]. 

Finally, governance and accountability 
determine whether safeguards work in 

practice. Policies that exist only on paper 

cannot prevent function creep or misuse. 

Effective systems need a named accountable 
authority, documented decision rights, vendor 

obligations, audit logs, independent oversight, 

deletion schedules, and a complaint process 
that can lead to correction or remedy. 

Transparency should explain not only that 

FRT is used, but also the purpose, location, 
time period, legal authority, watchlist 

category, data retention, human-review 

process, and the results of audits in an 

accessible form. 

6. DISCUSSION 
The analysis confirms that facial recognition in 

public spaces is a governance challenge as 

much as a technical one. It can provide 
benefits in carefully limited situations, but its 

capacity to identify people at scale changes the 

character of public surveillance. Traditional 

CCTV records activity for later review; FRT 
can convert a passing face into a biometric 

query. This creates a heightened risk that 

ordinary, lawful presence in public becomes a 
source of data for identification, tracking, or 

future analysis. The ethical baseline should 

therefore be higher than the baseline applied to 

ordinary video recording. 
A central lesson is that public notice alone is 

not enough. Signs may inform people that 

cameras are present, but they do not 
necessarily provide a realistic choice, explain 

the operation of a watchlist, or protect against 

discriminatory or disproportionate use. 
Consent should not be presumed merely 

because an individual walks through a 

monitored street, station, or shopping district. 

Where power is unequal or avoidance is 
impractical, the organisation must rely on a 

strong legal and ethical justification rather than 

on a formalistic claim of participation. 
The strongest governance approach is layered. 

It combines a precise legal mandate, 

documented necessity and proportionality, 
strict limits on purpose and scope, careful 

watchlist governance, local performance 

testing, human review, data-security controls, 

public transparency, independent authorisation 
for sensitive uses, audit, and remedy. The 

framework must also regulate procurement. 

Vendors should not be allowed to retain facial 
data for unrelated product development, 

change models without review, or conceal 

material information needed for independent 

assessment. Contractual terms should support 
auditability, security, deletion, and 

accountability throughout the system lifecycle. 

Public trust depends on whether institutions 
treat people as rights holders rather than as 

passive sources of biometric data. Consultation 

with affected communities, civil-society 
organisations, data-protection experts, and 

technical specialists can improve policy design 

and identify harms that are invisible in a 

narrow security analysis. In high-risk settings 
such as protests, political events, religious 
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gatherings, and areas involving children or 
vulnerable populations, a presumption against 

broad facial recognition surveillance is 

ethically justified unless an exceptional, 
clearly evidenced, and independently 

authorised need can be demonstrated. 

7. CONCLUSION 
This study examined the ethical challenges of 
facial recognition technology in public spaces. 

It showed that the central issues extend beyond 

recognition accuracy to include privacy, 
autonomy, fairness, transparency, 

accountability, freedom of expression and 

assembly, data governance, and due process. 

Public-space systems can expose large 
numbers of non-targeted individuals to 

biometric analysis, and their impact is shaped 

by the full operational chain of camera 

placement, watchlist creation, algorithmic 
matching, human interpretation, intervention, 

retention, and oversight. 

The analysis found that ethically responsible 
use requires a narrowly defined purpose, a 

credible necessity assessment, proportional 

limits, strong data protection, rigorous 

performance and bias testing, trained human 
review, public transparency, independent 

oversight, and accessible remedy. Where these 

conditions cannot be met, or where the 
deployment creates a high risk of mass 

surveillance or chilling of public participation, 

facial recognition should not be used. 

Organisations should approach FRT as a 
continuing ethical responsibility requiring 

review, evidence, and accountability from 

initial design through final deletion of data. 
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